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A membership attack can hide inside a normal prediction

The attacker does not ask for the record. They already hold a candidate and query the model once.

c 1. Candidate Q 2. Normal query e 3. Model output o 4. Comparison
record ordinary diagnostic diagnostic trained-on vs
request probabilities not-trained-on

78% pneumonia Does this
| send the scan s— — )
p— confidence look
other confidence like recognition?
scores

a scan the attacker
alr

The privacy signal is hidden in an ordinary prediction request.

Mechanism only: no pseudocode, no attack threshold, no recipe.
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A safe average can hide the exposed tail
Most patients cluster near chance. The privacy question lives in the small tail of records an attack can identify much more
confidently.
small tail: underrepresented
records can be near-perfectly
.Iow average risk identifiable
more patientl :
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o
chance near-perfect
attack confidence for one patient
Private on average is not private for everyone.
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https://www.tum.de/en/news-and-events/all-news/press-releases/details/study-reveals-privacy-risks-in-medical-ai
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