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A membership attack can hide inside a normal prediction

The attacker does not ask for the record. They already hold a candidate and query the model once.

o 1. Candidate Q 2. Normal query o 3. Model output o 4. Comparison
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The privacy signal is hidden in an ordinary prediction request.

Mechanism only: no pseudocode, no attack threshold, no recipe.

EHATRIR S IATIT THTHATAPI FISTLd A& N T&f FEA Tac 1% U IS T¥ TEAAT a9aH @HTs aEaAns
JEH R T GeaadEad (HF T Gad s |

Original Aurora diagram — The Clean Paper CC BY 4.0

—2 r
S N4 (HIA]

T TSI, 3T & STANE A & ST dEh



THE CLEAN PAPER Ffefaasm Al

Averages ISTTTC AN B IRAT & | I H— TR AT TYRF—SH 9 &8 A6cT MAEET T  private IET &:

FITRET AT & ATT EHATEIIT § §8a¥ A& 1Tl Per-patient view 5 3T T daH & @g | Knolle T 3T9=&=T

announcement ﬁ‘wqﬁ% assessments Hae TR FTAET TETH AT I TEAEE ERE{ FAo &

HAY IT a9 & TEA¥ T&d AT Aot Frg, AN A0 sHATTHIT a3 6o & Hls —@d 349 0.95

T EHATAUC & TT H AU & (0.5 coin toss, 1.0 IX0N—Taat I¥ STHE HTNET ST & I8¢ AaT
ZfEam

A safe average can hide the exposed tail

Most patients cluster near chance. The privacy question lives in the small tail of records an attack can identify much more

confidently.
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Private on average is not private for everyone.
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