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A proof without leaking the witness

The paper keeps the ordinary-proof shape by weakening what privacy must prove.

blocked door 1 blocked door 2 blocked door 3 the route
. . . he rul k cann
interaction trusted setup imperfect ¢ € SOEDL T
efficiently refute the
soundness

simulator

Boundary: not classical zero-knowledge; effectively zero-knowledge under a chosen proof system.
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Original diagram — The Clean Paper CC BY 4.0

Classical privacy vs effective privacy

The relaxation is the point: the paper changes what the privacy claim has to establish.

classical zero-knowledge effectively zero-knowledge

positive claim weaker claim

A simulator exists and can fake the Your chosen proof system cannot

verifier's view without the witness. efficiently prove that no simulator
exists.

Boundary: the construction preserves testable consequences, not the full simulator guarantee.
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SAT solver milliseconds & §eT H¥ adTg | qaT clause x(1,1,3) 9T %{qﬂ'?: TE FadR T8 TRRCH 38,”
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FETRBAT H T B STAT-3TC1T & [ 1Bob FETYEH dedTe | BT 99 §75, SHIGH STATTHTR AT 3T ¥
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card THRAT packet &, Td Ha+T packet H 3T Ud @< packet ¥ THTR; §¥ packet shuffle 3T reveal EHTR,
T Bob T H ¥R &f 39H TN = st gl Shuffling position Wﬁdestroy Wﬁﬁ%—a@%\v—m
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FETSTHR |)
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& | Behind scenes D 3T 3T&E Hildha T d¥aTd T & ATATE & AR ; TLd &dTharmless dummy THT &
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D UHI{ar & AT HTR 16 U A7 -(Ha R did® GS ®iAg [T Ghdt "1 a7 -THa hidh
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T AN TR B RN Gt DIHAT H ATAT & — IAHHE THHA T&— disjunction & TaT &R HITHAAL
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Fc e | ITH F HIFT successful FHATEE & ATIAHT SEME ST a7 AT AT I8 ATAI T SEEST
T Tale | TR qOAEN 6 1T & AT -SOTH @reffective” AR |

S Q classroom contrast:
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TE ThAIIGH STATeNT TadTe, A 9T aaF Tala | THAT Th TS0 ATEATH Edla: ATHIAST
THAT H ANS ToIe —ITHIAL §97 T7 I & — AR AT A TH-THATRTELIT HI A8 HIATHAR
AT FAHE AT ThA T 98 ANE el T2 &7 GIH TLUH STHARTIRNEE & UHE ST AT, A9 To @]
F AT O AT -5TH SEEaIaar #idls |

TEIGodel =TaT® | Decoration %‘g‘T T TET “Godel crypto El?lﬂ:{_{slﬁ' TAER” %'g‘il‘ﬁ' T&N Connection proof-
theoretic & | T AT-THATRE@HTT Fa TR T G th AT H T8 TLaHAH ST & [oTd WIRE T1IH-THa Tl
HEITT® kind HEAT HISETTHAI § TS &7 GhdTe, A@HAH AIH-[HATARIHT GhdTe, AT hdH
polynomially longer TZHPT & TH | Krajicek 3T Pudlik & 1989 H conjecture HfATRT Hk GLIHAH TTHIT-
WOEFR TR : AT ST -THA R &Y, HE ST -THATRE AT FIT IR IT RGEd AR
succinctly FTC MM T§ THIT STelAdThiga H GoTconjectures H & & 3T Godel incompleteness THHT T
finite, STefeTaFtheoretic cousin & F, TAT T ATTH AT ATIH-THATRH B ETHAI 78 LE@d—IqATT
eI & GTCEH & unprovable &, THT TAATT &f &7 AU TAF-[AARHS, B ETtruths HISETTHAT &
FATEE AR |

Qﬁil"ilﬁ:{' T conjecture Fimildly 3T ASEd “infinitely often” form T assume AT, TSI 6 ST
o gH® & | Krajicek T Pudlak & ‘1’(’@‘ T payoff concrete &: §¥ T{HH -qEd e o rl{ formulas ﬁw &S
THAT & unsatisfiable &, RIS ETESTs ATITH-{THATRME [T THAF—ATT crucially, STTa FIA TeITIEH
AT FIATRT GhdTa | T&ast T[0T, uniformity, TTET Flexistence THTE actual TAITEISH atla ST1d Alice

TA™ESA R : decoys D assembly T&TH 3T &, TOAEH & A& 1

FITIEITIH 6 HaH HIshortage of TXHIT IRl HIGH H ATHTR |

T FATRL B e

ITHIAL FIFTHI RISHGOBTRE ad Teeih? |

T TIH-THATRILET & —HH of ZFC | Proof -SRI  dad H¥TdI{dd generatable formulas &l
FIH & TEHAT | unsatisfiable &, Wa{ ATTT-THATdRTE TH I unsatisfiability FTSETTTHI A&

AT 5 form FITH-F I A I1:
JEHAA & I satisfiable &, AT FTIT Hsl-T G satisfiable & |

FIY Fsl ga satisfiable TE18 | SHATT T JoT A AR perfectly ST &, G2 AART 87 AT
hiaraafs &9 a9 AT | 599 700 98sS+9 AfadTs |

AR JAT-AA-like HZRITH AT imagine F & JIIT Fs(= aT satisfiable FHN TT IARTAICAT
THAT [ dleAd STH FIATCCHI simulate FXA H SHAAM & EHATH Reality § a7 satisfiable & i
T EafaRIaaiad aiad ®TAF 67 Thd(@1 UATR | TAATT 98 HIAaIad G129 HIAaET
qhdTa GHTAST AFIT & |

& Thinge & | UM ITHO A AT HIAACT IAIAT &itdh T8 9T hide T [d¥dT Observable TXRITILRIT HITST

class & AT TEHT SFTIT-THATHRH ST inability & T, TdTa & a8 AHIAST dlabsence certify T8 ¥

HehdT
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Tdh HA® RIS IH & TRATT—non-interactive Ifed indistinguishable TTHW HTexistence, ATS A8 stud-
ied EI'H@QU‘ JTHT established HAIdTpackages T 3T FYA & —WT proof -STefAdTconjecture Ff HE (in-
finitely often) AXAHAT TLHW-TUFTHEE A&ld dad, IHTAT 87 chosen ATIH-THATRIH AT NP/SAT
FITH-FARI LAY AT ILRAT construct HYATa FTHH LN GESAH, no HeHAT AT IH ATH-THAHTH
AHRY ITAR IS g MERESEL & | (NP/SAT puzzle-like THHAT FHE “hardest FHAT denominator” &;
mega-Sudoku SH&HTTH costume & 1)

TR RN a91 TE-TR & qI0E SHTh A0 ITHIAY TH AT AHE ARIATTEdTR, deran-
domization THIAATP = BPP—WIRMAT, randomness TAITEISH @iessential AT ehd ITehd | A& &l

HT HETH T8

TIHI UF HQI 7 |

Trusted §€3TT A& 15 |

NFAT T AT FLATE [T TG |

LAY ITHH JAT-55H A& & —IaeEAgA e e |

ARl I YT -STH & 87 T RYU-TI, game-based TXRNTILUH & iEd T fdf 7 achieve wAT
SIEETIE

“TERYIT-TE” AEaadyor & | SHEATTTT G R Tailure adversary HIEe & run F¥ah THRIT ISR |
&S RIEITH & Gi@TTdefinitions S Tform &Te: HATadversary Irencryptions AT TE9H Tohd s, HIT
invert ¥ HHhdTR, AT recover T TahdTa ATspecified THAIT STH T Ta ? THT &7 TLRIT-FIT 00
F AT U L7 dT8, Ud at a TAT | Udh Tl a7 SATEH §¢ TRIT-TIT 0 Udh 90 §9HE AGHT
&—old reusability HET(“Bob TXHW THEUG I ETEHATR ") X TLRII-TIT [0 7, AT TaEF 7 Jhe]
gHTa | STEIAL ATproposal %#WWWWﬁWW TV 0T ITATA T Tl Ta —alT
Wﬁl’cﬁ'l'{'ﬁw‘ﬁn‘ practice =y EISGEL q W?ﬂﬁ‘—c'l CaE RS 4 (A Tinformal “‘ﬂ'ﬂn_dﬁ notion 37T HIYEC conjecture
9¥ zfaTeonditional ‘TC&Q‘% | TS Tobservable failures FTeA ERRIET TR, secrecy H &Y philosophical ?TIH'&!@QFI‘

based 3T &IF&T

T concrete corollary TH A= AH® &: TRHW uniform 7d¥ & GH T8 non-interactive F1e=7 hiding TV
T le —“puzzle FITTHI ATTRSHRETHA G- § HEE 78 [T 10 IEIRIT AT no HEHT & GF —TA+
o HIT qH AT TIRIdd 1AW resist Fll

T8 A8 had]

T& [section piece HISTHARE TEATR |

g RIS dm old impossibility theorems ITed o | H'F{H'FI' definition TEART ITH T 17 |

TE 10 FSTRI, no HEAT 3T TL0T TESAH & 9F AAAT THCH JAT-51H Aglad THIAL GI9E &
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& constructed TLaY FETHIACT T2 17 |

THARTATT TLAW reuse T& 18 MRS | Th-HQI TCAW RIGRAT IR GETSTE AT, ; ITHIAL deniability-
style T[T T TET% [ (Trusted HE3TT TW non-interactive JAT-SAH H HTEHHTR |)

THHATT I8 JTIARM 6 TLERM aTHIAIE d8la | T8 Tefadraiad i AT &eieiTmi® foundations & |
FEHF

% “Godel” dImagic JTRYTprimitive TR ITHT Godel connection THHIT-TXUIETE, AT HAH TLHIT-TLIH b 3T
incompleteness & finite analogues & & | ST Tintuition “incompleteness SATT&Tpassword W‘ﬂﬁ?ﬁ? TENTE
& &l AT (AR AaI @ qiad RiAa R Ghddf THIACT AGIT &, TTUH A ST
T g9 GRTTdefinitions & level T% TE-TRIT A& & |

Wi iTg afd=aT #idls

FIEITIHISTHRET hardness HIFTRIH daeid iz | Factoring FetT &, THATT RSA-style TRAAN ST G
& | Lattice FHHIAN ®el= &, SAATT lattice RITTSIIHISTAI | TR Thardness STSTH & “T&HI compute FIAT
FoI” TRITART “TE ATCT FIATRST &l H GH TLHIT TH exist T& T Than”

SHMTT ITHIAY unusual AITATR | T8 axioms 3T TAT-THATRT RIATHIT RITISIIHIS resources HIALE
qA-TERaTs | Usual impossibility TES-H AT |'\4-\|,;*\I 9 & §F tension FEa iz | Ilango HTHTH TH tension il
proof-theoretic curtain & T, T Ta : HIHIAE T absent &, Al STTFT d T IRITATHLdH I absence
IS HIATE AT GhdTl

TB® & AT surprise & A& [&( T8 AT & JAT-STH TLUF 4 Treplace FITM AT HH 7= [N Surprise
g & &f MUt logic F T HTconstructively SHAHT IS Ed IR : SHE HIAYE &Fa T AT Hiaig Wl

SEARENGEILE S G-

Tg ORI IHIAY &, SHATT “H@RYA” ST SR dATastronomy THIAL & AT AT T@ATR | T TN

Afqdf a4 s Mal §96 & definitions, FRAAN AT AN ILAARGHTEALNT Hd & a1

THIT 3= & 37 ITHIq AR G aafls | THAAN casual &N Non-interactive I indistinguish-
able TEHIT FXMIE IS AHE T90 & AT F% established TRZATTpackages & SATELIT H¥d & | No-T{aHIH -

< ~

proof-system conjecture TCHIT Wﬁﬁm conjecture & | P = BPP {H & derandomization ‘:I'F[ZI'E'F@, FaeT
TIWH TERTUT-F I -property THT & ST |

THYIAY T8 HId{d dTe & AAIAN Ga6Hd &, TTAAGHFE T IO SR aiad :idls &f d gad:

AEAITF & —T&l UHATHIT Iﬁ'&?‘ &, @non-interactive IT<-TE indistinguishable TTHT exist I &R,

AT AR Tdh-way HET ARG SF TL@HAH THIT-TI0F lexist T8 [T Tadll HRAAN SRS TH am T e
[aXaN . ~ ~ o ~ [ o

TH F HIGRME ST HEATHIT AT A T oAaq] ol e H AT e Aa I/ dHaaaaaor @6 &1

T TLUH conditional &, E'FIFFFQ' EI'F-?]\_CI'H' Hiconditional | JJTFH'FBJH'@ afwer EBFI'IE‘TW\T&Q' cr'w\IGI\q ERIEET o
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& | 3T FRIAN hold F¥A T¥ HTFETTTHAH AT -5TH Aa{ AT &lrelaxed, proof-theoretic HHHTIT

&l

TAATT Fa @@ H: 39 & THITAL T conditional possibility TV establish ¥aTr ; TH=H & ARIAAT
I T IEIWI® g1 a1 describe Fcila SITHH 897 IHAT H T8 &; immediate TIAAS TR TLOMH T FH |

T8 AT T@dla

THIAE CANHAME M dTe 19 a8 ARTTH™

IHAH AT dgdia: TSI S5 He3T aiT0d G297 A& 8 FRdTAT perfectly SaTT & & [T
Tlango FHTITHIAL FEdTa: &l 8 JAT-SEH & IT AR IRIHIT ®¢ T8 GLRTTgames H TLRTT HIATAT
HadTe, 3T ravTdefinition HFTTH-THARRIRIATILAS @GS T hAHHE 6T GhHaEd T AT

BRI &, ARIIIAIaar aESEqHErd AN EadR —U& a9, no GET A7 L0 HESHE & 99 |

7 Y Edefinitional tweak T& 1 affﬁzﬁr(m% guarantees G E - HTRAAIT d TETE | Had qg‘ﬁﬁ"l@#@%xists
FIATR; TS, ATIT-THATRIRATTIIHT out FY FhdTa | Unprovability Fphilosophical nuisance FasTer §¥==IT

AT SHAHH H7 |

FIAEY® TATAT A Aaraeeiiin Conceptual FAATAY TSACT & | AT AIACIR AT & ATGH “HE
FIATAH AT HIATAR ST GhaTdl 89T (A g TAATAGT &l ddhdls & TEqd TqH
T Etﬂl”ﬁ?@ﬂé‘ﬁ" game-based protections THE e |

THHTT title & Godel & |

O 91RT

ST -SHTH AV LAY &iaiead reveal T IATGRAT RIETT AT &H HITCHAI a4 ad & | THCH
impossibility T7fUH F&d & &f JAT-SHTH HIHCHT TUSH G H squeeze T& [T ATSITHRATHIT TLIT0
HESHE 8¢9 d&dN Rahul Ilango W‘TE[T g impossibilities HTE ST T8 [A¥dN 5 T FHSIE notion
TRINTT #7aTe, TIREM® (T & JAT-517: ATHIAe? 99 § A sRTSTLAAa] requirement T & &
chosen TTHIT-GIUFF—ZFC AT & A I -THa (- RIATHdH GG T &L qa df AT T5T
TEN RITESTHIG AT AAAAN (non-interactive Ffe-d indistinguishable TZHPT) AT TTHIT FAfeAdT(no
H’@ﬁ‘d’q W—mexists) F dgd Qﬁil'q_d\'{' NP/SAT & @—H%ST provers construct AT/, no GET
AT T ESHE & A, TYAT-SH & TCRTIT-TI, game-based T IO by T[T achieve FTA & | FHT
“‘R’@ﬁ” T STATA &L aE TheT TLaY ST @Tpartly conjectural extension & —3TY literally 5% T@i‘ﬂ'ﬂ]‘-
T 0T IHTT FEATIHS AT & R TLHIT reusable W& & | TXUMH G fT® AT conditional &, T-TH
primitive & @ai+T proof-theoretic unprovability HIEITIEITH % resource HIALE SHAHM HTA RHITATALE0T
afaams |
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TG GHY I

YT @'ﬁﬁaﬁ'@‘: Stated THAAN & dad NP/SAT & T&H-HIIT, no-TATHAT perfectly S@=T provers I1T AT
qad & TR EHIchosen TEHAV-TIUF T AHEAY TR 6 1T & JAT-SOIH & A THCH JAT-S5H &
A ® TLRY-TIT game-based TEUMH @Tachieve F¥A & |

FATEMATT AHTT unconditionally T TET & ST Tproof-STefAdTAT FX(IEITWi® AAIAN dala | T
T, well-studied FRFTT & —3AT HIAY SMEHTR & & FAT:EITR {Ta AT sufficient WF—Ah{T HiT
AT an & |

TE HAFE IR GHTNo SETRITT, no G T T LU HESHH & GF IHALH I -TTH; STH ¥ TTHEF &
QIO L EHIT dideniability TTnon-reusability; TTGodel incompleteness TEHI 3T 3T RIS ITH I LRT (A

Fams |

HET AN TPETIAT-SH @irelaxation &; broadest HH@®YT multiple ARZAN I¥ T & ls; single-
universal-prover T partly conjectural &; ¥ TX{Ur HETd:foundational ol

THHT TBF R METE-TET? Definitions HTE fv= I¥ T8 HEAa I conditional AT Tofore
&9 9T 39T I9EH | HHIA0 gHAT § capture FATE—T9FT | Immediate TAEET 6 FTH 6 |

IR takeaway: THIAY JAF-STH impossibilities RTTEATARL a8 I &(EETH AFIH AT proof-
theoretic THATARATR W18 T dNTgames § THA 7@ & |

qH
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