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THE CLEAN PAPER cryptography

Etan naa ki 1 se 1at1 fi eri mul¢ pé secret naa farapamo

J¢ k4 bere pela eda zero-knowledge t6 rorun ju.

Alice fé convince Bob pé Sudoku puzzle kan ni solution. Bi 6 ba send solution nda, Bob mda convinced, suigbdn
puzzle naa ti bajé. Ohun ti Alice fé yat0 di¢: proof pé solution kan wa, 14i reveal solution naa.

Téri zero-knowledge proof niyen. Prover (Alice) convince verifier (Bob) pé statement kan jé true, nigba ti ko

reveal ohunkéhun ju truth statement nia lo.

isoro nda ni pé iléri yii ni cost. Ordinary mathematical proof ni abuda méji t6 convenient. O jé ¢kan message:
o ko ¢ sile, o fin elomiran, o si lo. O tin jé perfectly sound: false statement ko ni valid proof rard. Classical
impossibility &si so pé zero-knowledge gbddo give up abudd méjeeji — ki i se pé méjeeji po nikan; okookan won

fanra reé off-limits.

Akéko’, zero-knowledge proof nilo conversation. Bi Alice ba send message kan so0so, 14isi trusted setup ti a arrange
téle, zero-knowledge guarantee collapse — &yi si hold b tile jé pé o willing 14ti trade soundness pipo away.

Ekeji, zero-knowledge proof nilo tolerance kékeré fiin asise. Demanding perfect soundness turns out lati quietly
destroy interaction nda: verifier ti a ko 1¢ fool rdrd, whatever random choices t6 se, 1¢ kan fix choices yen téle —
nigba ti verifier b4 predictable, Alice I¢ answer gbogbo nikan nind message kan, ¢yi gan-an ni oran ti a ti mo pé
6 break.

iwé 1wadii Rahul Ilango jé nipa ona kan lati yi double wall yen kd. Ki 1 se nipa pretending pé wall ko si, ki 1 si

se nipa producing classical zero-knowledge ninu setting ti ko seé€ se. Move nda subtle ju: weaken ohun ti “reveals

nothing” timo si, sugbdn weaken r¢ ni Ona té preserve security properties ti cryptographers 1e iddnwo gidi.

¢si nda ni a pe ni effectively zero-knowledge.
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A proof without leaking the witness

The paper keeps the ordinary-proof shape by weakening what privacy must prove.

blocked door 1 blocked door 2 blocked door 3
interaction trusted setup imperfect
soundness

cryptography

the route

the rulebook cannot
efficiently refute the
simulator

Boundary: not classical zero-knowledge; effectively zero-knowledge under a chosen proof system.

Zero-knowledge ti blocked ni doors méta — interaction, trusted setup, ati imperfect soundness. Construction

llango yo koja ni enu-ona miiran: rulebook naa ko le efficiently refute simulator naa.

Original diagram — The Clean Paper CC BY 4.0

Classical privacy vs effective privacy

The relaxation is the point: the paper changes what the privacy claim has to establish.

classical zero-knowledge effectively zero-knowledge

positive claim weaker claim

A simulator exists and can fake the Your chosen proof system cannot

verifier's view without the witness. efficiently prove that no simulator
exists.

Boundary: the construction preserves testable consequences, not the full simulator guarantee.

Classical zero-knowledge béeré bdya simulator kan wa; “effectively zero-knowledge"” béére nikan boya
rulebook ti o yan & efficiently fi éri mulé pé simulator ko & wa. Ibééré té weaker yii ni ohun té jé ki construction
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naa keep okan message, no setup ati perfect soundness.

Original diagram — The Clean Paper CC BY 4.0

idanwo at1j¢: simulator kan wa

Ona classical l4ti formalize zero-knowledge lo fictional helper kan ti a fi pé ni simulator.

Idea nda ni eyi: imagine Jane, ti ko mo secret Alice. Bi Jane ba 1¢ generate, finra r¢ patapata, proofs ti 6 look
gégé bi proofs ti Bob ba ti gba lati Alice, nigba nda proofs Alice ko k¢ Bob ohunkéhun tuntun. Jane ti le fake

experience nda l4isi secret Alice.

Tori nda classical zero-knowledge demands actual simulator kan. Efficient algorithm kan gbddd wa t6 1¢ produce

fake-looking proofs 141 mo secret — witness, ni jargon; fiin Sudoku, witness nda ni solved grid gan-an.

Definition nda powerful, sigbdn ib¢ gan-an ni old impossibility ti bite. Intuition ni &yi. Truly non-interactive proof
jé string kan nikan. Nigba ti Bob b ni string yen, ¢ I fi han elomiran: 6 ti gain ability l4ti fi ¢ri mul¢ statement nda
fin awon miiran, €yi si ti sound bi si i than “nothing.” Classical theorems sharpen intuition yen si impossibilities

t6 wa loke.

Properties méta ti paper yii insist 6ri

Title iwé iwadii nda name constraints méta:

No interaction: Alice send proof string kan. Ko si back-and-forth protocol.

No setup: Alice ati Bob ko rely 16ri trusted common reference string tabi pre-arranged public randomness
mifran. Qpd &td ti a pe ni “non-interactive zero-knowledge” si rely 16ri setup; iwé iwadif yif timo si zero
setup.

Perfect soundness: false statement ko ni valid proof. Ki 1 se “almost never accepted”; valid proof kankan
ko exist.

Properties méta yii gan-an ni ordinary written mathematics ni — ati, gégé bi a se explain loke, classical

zero-knowledge ko 1¢ keep won.

Mega-Sudoku eda kan ti iyato naa

E jé kd lo deliberately simplified way lati feel difference nda.

M se lo ordinary 9-by-9 Sudoku fin serious part of analogy. O kere ju, 6 si finite ju: computer I& kan solve 2,
tabi fi ¢ri mule pé ko ni solution. Dipd bé¢ imagine family of MegaSudoku(n) puzzles. Scale usual ofin up: yan
block iwon n, jé ki N =n”"2, ki o si build N by N grid ti a divide si n by n blocks, peld N symbols. Ordinary Sudoku
jé tiny n = 3, N = 9 oran nikan: 9-by-9 grid, 3-by-3 blocks ati symbols mésan-an. Proof-complexity itan bere gidi
nigba ti n 1e grow, ati nigba ti grid ¢ carry extra gadgets ti y60 jé k6 behave bi SAT formula ti a wo ni aso Sudoku.
SAT formula j¢ list of yes/no constraints nikan: sé o l¢ assign true/false values si variables ki gbogbo constraints

satisfy?
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25x25 Sudoku kan: a le check ofin re Iai reveal finished grid — visual stand-in fun proof kan t6 verify hidden
solution, witness naa.

Al-generated editorial thumbnail — The Clean Paper CC BY 4.0

Sudoku ati SAT: puzzle kan naa nint aso méji

Claim pé Sudoku kan 1¢ “behave like a SAT formula” ki 1 se metaphor. Translation nda 1 lo ni itgsdna
méjeeji, easy itdsona si le ko sile patapata.

Lati Sudoku si SAT. SAT so true/false nikan, tori nda fin un ni boolean variable kan fiin every (row,
column, value) triple: x(r,c,v) tdmo si “seeli ni row r, column c¢ contains value v.” 4-by-4 Sudoku (2-by-2
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blocks, values 1-4) nilo 4-4-4 = 64 variables; classical 9-by-9 nilo 729. Every Sudoku ofin n4a di batch of
clauses. (Clause jé¢ OR of variables tabi negations won; whole formula ni AND of gbogbo clauses.)

Every seeli holds at least okan value — Okan clause per seeli:
x(1,1,1) v x(1,1,2) v x(1,1,3) V x(1,1,4)
Every seeli holds at most okan value — “not both” clause kan fiin each pair of values:
-x(1,1,1) vV =x(1,1,2) -x(1,1,1) V =x(1,1,3) ... ati bé¢ lo fin gbogbo six pairs.
Every row contains every value — fin row 1 ati value 3: at least once,
x(1,1,3) vV x(1,2,3) V x(1,3,3) V x(1,4,3)

ati at most once: -x(1,1,3) vV =x(1,2,3), ati bée lo fin each pair of seeli nint row.
Columns ati blocks — identical batches; egb¢ of seeli nikan 16 yato. Fin top-left block ati value 2:

x(1,1,2) v x(1,2,2) V x(2,1,2) V x(2,2,2)

plus pairwise “not both” clauses.

Printed clues — easiest part: clue kookan jé clause pe¢lu single variable. Printed 3 ni top-left corner di clause
x(1,1,3)

AND of gbogbo eyi satisfiable exactly when Sudoku ni solution — satisfying assignment nda si j¢é solution:
ka x(r,c,v) wo ni true, ki o fill grid. Fin 9-by-9, eyi jé variables 729 ati a few thousand clauses, ti modern
SAT solver l¢ dispatch ni milliseconds. Se akiyesi clue clause x(1,1,3): 6 so “seeli yii equals exactly 3,”
ki i se “seeli wonyi are gbogbo yatd” — asymmetry kan nda t6 mda force extra trick fun clue seeli nind
protocol note t6 wa ni isale.

Lati SAT si Sudoku. iwé iwadii nilo opposite, harder itgséna: fan arbitrary SAT formula, build mega-
Sudoku t6 ni solution exactly when formula nda does. Native ofin Sudoku 1¢ so “seeli wonyi gbogbo yatd”
nikan, tori nda arbitrary logical constraints gbddo built — ¢yi gan-an ni gadgets. Gadget jé small pre-
fabricated cluster of seeli, Okan per clause of formula, nibi ti designated seeli se role of variables (symbol
ti won hold encode true tabi false), internal constraints cluster naa si engineered ki nikan legal fillings
correspond si assignments ti satisfy clause. Eyi jé standard craftsmanship lati NP-completeness proofs;
fin generalized Sudoku, Yato ati Seta se € ni 2003.

Together, 1tdséna méjeeji so pé N-by-N Sudoku ati SAT jé isoro kan nda ti won wo aso yato. Eyi ni ohun
t6 license article yii — ati iwé iwadii nda — lati tell itan nipa gbogbo NP pelu grids ati symbols.

Witness nda si rorun lati picture. Alice mo complete valid filling ti mega-Sudoku. Bob fé convinced pé filling bée

wa, sugbon Alice ko fé reveal r¢. Bi 6 ba send whole filling, Bob convinced, sugbdn secret ti gone.

Ninu classical zero-knowledge ¢da, Alice ati Bob interact. Old-style mental awose kan lo covered tiles. Alice hide
solved grid, secretly rename symbols sd4ji round kookan, 6 si jé ki Bob inspect okan randomly chosen agbegbe
constraint: row, column, box, tabi gadget. Bi opened seeli ba fi han all-different symbols, Bob gain igbékelé. Léyin
nda gbogbo ninkan ni a cover léekan sii, symbols si freshly renamed. (Wrinkle kan: given clues puzzle nda nilo

extra trick, tori renaming symbols hide won nda. Note t6 wa ni isale explain bi classical protocols se solve €yi; toy



THE CLEAN PAPER cryptography

picture nda té fin ohun t6 telé.)

Bi classical protocols se handle clue cells gidi

Renaming trick ni blind spot. Row, column ati box 0fin gbogbo so “these seeli are gbogbo yato,” gbogbo
yato si survive renaming of symbols eyikéyii. Sugbon clue kan so “seeli yii contains exactly 5,” I€yin
renaming Bob ri ¢(5) nikan — masked symbol kan — 1di mo renaming o. Ko I¢ check ohunkéhun. Bi a
ko ba fix eyi, Alice I¢ fi eri mule pé some valid grid exists nigba t6 ignore printed clues patapata, ¢yi ko fi
¢ri mile ohunkéhun nipa this puzzle. Classical literature ni standard repairs méji.

Palette naa. Fi extra row kan ti N seeli kun hidden grid — palette ti Alice fill peld symbols 1...N ni
fixed public order, 1¢yin nda 6 rename r¢ peld everything else, tori nda 6 contains o(1)...0(N). Random
challenge Bob ni extra option kan bdyii. Yato si picking row, column, box tabi gadget lati open, 6 I& pick
palette plus okan clue seeli. Alice uncover méjeéeji; palette reveal renaming round yen, Bob si check pé
clue seeli fi han exactly renamed &da of printed clue. Eyi stay zero-knowledge tori Bob learn o nikan —
freshly drawn every round, useless on its own — ati value of seeli ti 6 ti mo 14ti puzzle. Ko si secret seeli
information t6 leak, simulator si I& fake view nipa drawing random o. O sound tori cheating Alice mda
caught pelu fixed probability per round, rounds si repeated titi doubt fi negligible.

Compiling clues away. Structural variant mii remove special challenge dipo ké add re. Dipo verifying
clue value, force r¢ pela difference constraints: link clue seeli si every palette seeli except Okan carrying
own value — “yato¢ 14ti o(1), yato lati o(2), ..., yato 1ati everything sugbdn o(5).” Only symbol seeli nda 1e
legally hold ni clue nda. Every constraint bdyii jé “these mé;ji differ” 1é¢kan sii — invariant ldbé renaming,
checkable exactly like row. Maneuver kan nda ni a lo fin pre-colored vertices ninu classical graph-coloring
protocol, 6 si jé spirit of word gadgets 16ke: nini MegaSudoku-as-SAT picture, clues are compiled sind
inequality gadgets bi every other constraint.

Physical protocol naa. ayé gidi card protocol fin Sudoku (Gradwohl, Naor, Pinkas ati Rothblum, 2007)
ko lo renaming réré, ¢ si settle clues sddju ki hiding t6 bere. Fun every seeli, Alice lay down identical cards
méta peld value seeli nda — face-down fun secret seeli, sugbdn face-up fiin clue seeli, ki Bob fi oju ara
re ri pé clues respected sddju ki cards flipped. Léyin nda card kan l4ti each seeli wo packet row re, Okan
sind column, Okan sind box; packet kookan shuffled ati revealed, Bob si check pé 6 contains gbogbo N
symbols. Shuffling destroy position information (iyen ni zero-knowledge), sugbon clues ti nailed down ni
dealing akoko.

Either way, lesson nda jé ohun kan nda ti article yii A pada si: zero-knowledge protocol jé careful
bookkeeping ti which facts survive hiding. Renaming preserve “gbogbo yatd” 6 si erase “equals 5 —

2N ¢

tori nda “equals 5” gbddo smuggled back in ni other means.

Eyi ki i se protocol int iwé iwadii. O jé mental awose fin classical zero-knowledge:
« Alice ati Bob go back ati forth.
« Bob choose random checks.
« Alice reveal agbegbe consistency nikan, ki 1 se whole solution.
- Privacy proof sisé nipa showing pé Bob’s view I¢ have been generated laisi secret solution Alice.

Tori nda classical zero-knowledge built around positive fact kan:

Simulator kan wa gidi.
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Bayii remove comfortable parts. Alice send proof string kan, ¢ si walk away. Ko si trusted setup, ko si shared ran-
dom string prepared in advance, Bob si gb6dd never accept false puzzle. Eyi ni setting i classical zero-knowledge

ko 1e survive.

Character kan sii nilo sddju trick naa. Fix rulebook kan: formal proof eto, ni sense ti logician — fixed set of
axioms plus mechanical ofin fin checking written mathematical proofs. ZFC, standard axioms of mathematics, ni
canonical example. Gbogbo nnkan lati ibi lo ni stated relative si rulebook ti a choose in advance, choice si flexible:

Zo N7

construction sis¢ fun rulebook eyikéyii ti o fix, ZFC included.

(Note kan 16ri words, borrowed lati iwé iwddii funra r¢: “proof &t0” nibi nigbagbogbo timo si rulebook yii —
formal eto té check mathematical proofs — ko timo si messages Alice send. Machinery Alice ati Bob ni a pe ni

“prover ati verifier.”)
Godel-style ¢da keep mega-Sudoku itan, suigbdn 6 change proof nia.

Yan second constraint eto kan ti displayed iwon kan nda, pe é ni D. Fun itan nda, S ati D jé MegaSudoku(n) puzzles
méji ni format kan nda. Behind scenes, D I¢ have started as hard logical formula of yatd iwon; bi needed, a 1¢ pad
re peld harmless dummy constraints ki 6 fit grid kan nda. D built lati logical formula t6 jé unsatisfiable gidi: ko si
seé se assignment of values t6 make gbogbo constraints true, bi broken puzzle ti ko ni legal completed grid. Toy

LN

example ni formula t6 demand “X is true” ati “X is false” mé;jeeji. Tori nda D ko ni valid filling.

Z_ Nz

Stugbén D ko gbddo jé broken puzzle ti 6 easy to expose. Toy example 16ke fail: rulebook eyikéyii refute “X ati
not-X” ni line kan. D gbddo false ni way ti chosen rulebook ko I¢ certify peld short argument. Bi rulebook ba I¢
refute D peld short proof, itan t6 wa ni isale collapse: alternative route t6 I& have produced proofs ldisi secret Alice
le formally ruled out, asiri guarantee nda si pari. Tori nda a yan D lati family ti fixed rulebook ko l¢ efficiently

refute: ko si short proof, nind rulebook yen, pé D has no solution.

One-message proof Alice jé nipa either/tabi statement:

either gidi mega-Sudoku S has a solution, tabi decoy D has a solution.

Eyi ni logical link. D ko generated ni magical way kan t6 make S true. Proof nda ko argue “D has no solution,
therefore S has a solution.” O 1i fi &ri miil¢ disjunction S tabi D. Perfect soundness so pé false disjunction ko 1& ni
valid proof. Niwon bi D ti false gidi — ko ni solution — nikan way disjunction 1¢ true ni pé S true. Tori nda bi
proof accepted, S gbddo ni solution. Decoy ko le make false S true.

Stugbén fin zero-knowledge-style part, béere ohun té6 maa sele¢ bi D bd ni solution. Decoy solution yen mda act
as alternative witness. O mda jé ki enikan produce proofs 141 mo gidi mega-Sudoku solution Alice — simulator,
ni other words. Ni reality D ko ni solution, tori nda simulator route yii closed. Point nda ni pé rulebook ko I¢

efficiently fi ¢ri mule pé route nda closed.

Tori nda D ni jobs méji. Fin soundness, D false, tori valid proof of “S tabi D” force S. Fun effective zero-
knowledge, D hard to refute, tori rulebook ko I¢ quickly ofin out decoy route t6 ba ti make simulation seé se.

Tori nda security idanwo ko longer jé:

Sé a Ie fi eéri mile pé simulator kan wa gidi?
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2

O di:
Sé rulebook re 1¢ efficiently fi ¢ri madle pé simulator impossible?

Bi answer b4 jé no, nikan surprisingly 1dgbdra follow: every security guarantee ti (a) a I& observe nipa running
idanwo, ati (b) provably follows — inside rulebook yen — lati existence of simulator, actually holds. Successful
ikoli1 1611 eyikeyi won y60 ftinra ré amount s missing short refutation, missing short refutation yen ko si exist. Iyen
ni “effective” part of effectively zero-knowledge.

Tori nda classroom contrast ni:
Classical zero-knowledge: proofs lailéwu tori simulator exists.

Godel-style effective zero-knowledge: proofs treated as 14iléwu ftin observable security idanwo tori rulebook ko
1¢ efficiently fi eri mul¢ pé simulator impossible.

Claim keji weaker. O tin j¢é reason ti iwé iwadii l¢ keep abuda méta ti broke classical ¢da: okan message, no setup

ati perfect soundness.

idanwo tuntun: o ko le fi eri mule pé€ simulator absent

Relaxation Ilango change ibéere nda.

Classical zero-knowledge asks:
Does a simulator exist?
Effectively zero-knowledge asks something weaker:
Can your chosen rulebook efficiently fi eri mul¢ that no simulator exists?

Eyi sound bi technical dodge, sugbdn core idea ni. Construction nda wa nint strange ip0: simulator gidi ko exist
— iwé iwadii explicit nipa €yi — sugbon rulebook ti o fix ko I¢ efficiently fi &éri mule pé ko exist. Bi every bad
consequence ti o care nipa ba require such refutation, etd nda si behave like zero-knowledge flin consequences

wonyen.

Ibi ni Godel enter. Ki 1 se decoration, ki 1 si se “Godel makes crypto secure.” Connection nda proof-theoretic.
Rulebook kan ni a pe ni optimal bi, ni precise sense, 6 jé best seé se Okan: whenever any rulebook 1¢ refute
formula of relevant kind pela short proof, optimal rulebook nda I¢ se bé¢ nda, peld proof at most polynomially
longer. Krajicek ati Pudldk conjectured ni 1989 pé no optimal proof éto exists: whichever rulebook o fix, some
other rulebook proves some family of true statements far si i succinctly. Eyi jé okan of central open conjectures
of proof complexity, ¢ si jé finite, complexity-theoretic cousin of Godel’s incompleteness theorem: some true
statements have no short proof nind rulebook ti o fix — ki i se tori won unprovable in principle, sugbdn tori every
fixed rulebook leave some short truths ldisi short proofs.



THE CLEAN PAPER cryptography

iwé iwadii assume conjecture yii (ni mildly stronger “infinitely often” form, standard when conjectures 16 crypto-
graphically). Payoft, nipa theorem of Krajicek ati Pudldk, concrete ni: fiin every rulebook sequence of formulas
kan wa ti genuinely unsatisfiable, ti rulebook ko 1& refute peli short proofs — ati, crucially, efficient algorithm I¢
generate won. Last property yen, uniformity, ni ohun t6 turn whole idea 14ti existence claim si actual algorithm ti
Alice le run: decoys D re wa lati assembly line, ki 1 se out of thin air.

Cryptographic move nda ni 14ti put shortage of proof power yen to isé.

Ohun ti construction naa n se

E jé ka strip construction iwé iwddii si shape re.

Fix rulebook kan — ZFC, say. Under proof-complexity assumption, sequence of formulas kan wa ti a 1¢ efficiently

generate, ti actually unsatisfiable, sugbdn rulebook ko ni short proof pé won unsatisfiable.

2 Nz

Béyii build one-message proof in form yii:
either gidi statement is satisfiable, tabi this special hard formula is satisfiable.
Special hard formula nda ko satisfiable. Tori nda bi underlying proof machinery perfectly sound, accepting message

naa si mean gidi statement true. Eyi give perfect soundness.

Stugbén fin zero-knowledge-like security, imagine special hard formula were satisfiable. Witness r¢ 1& then be 10
to simulate proofs 14i mo gidi witness. Formula nda ko satisfiable in reality — sugbdn rulebook ko I¢ efficiently fi
eri mule bée. Tori nda ko I¢ efficiently fi eri mule pé simulator impossible.

Iyen ni hinge. System ko hide secret nipa producing classical simulator. O hide secret, fin large class of observable
security iddnwo, behind rulebook’s inability to certify pé simulator absent.

Ohun ti iwé€ iwadii claim

Main theorem wa ni layers. Core esi ni eyi:

Under standard cryptographic assumption — existence of non-interactive witness indistinguishable proofs,
well-studied objects ti follow lti several established assumption packages — ati labé proof-complexity conjecture
pé no (infinitely often) optimal proof eto exists, iwé iwadii construct, fin every choice of rulebook, one-message
prover ati verifier fin NP/SAT peld perfect soundness ati no setup ti effectively zero-knowledge relative si
rulebook yen. (NP/SAT ni standard “hardest common denominator” ti puzzle-like isoro; mega-Sudoku jé costume
kan ti 6 wo.)

Fuan broader claim nipa preserving falsifiable security properties, iwé iwadii add okan si i standard assumption,
derandomization belief P = BPP (roughly: randomness ko ftn algorithms ni essential extra power).

Ni ede ti ki 1 se theorem:

10
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« Proof nda jé okan message.

« Ko si trusted setup.

- False statements ko 1& be fi éri mule.

« Prover nda ki 1 se classical zero-knowledge — ko ni simulator.

- Sugbon every falsifiable, game-based security consequence of classical zero-knowledge 1¢ achieved nind setting
yii.

“Falsifiable” se pataki. O timo si pé security ikiina 1& idanwo nipa running adversary ninii game. Qpd cryptographic
security definitions ni form yii: 1¢ adversary distinguish méji encryptions, invert a function, recover a witness, tabi
win specified idanwo? Theorem nda give prover kan fun each falsifiable property, okan at a akéko. Single prover
té enjoy every falsifiable property at once likely impossible — old reusability ikolu (“Bob I¢ fi han the proof to
others”) finra r¢ j¢ falsifiable property, 6 si genuinely fail nibi. Proposal iwé iwadii ni pé single prover kan plausibly
I¢ cover gbogbo natural falsifiable properties — ones ti actually occur nint cryptographic practice — stigb6n apa
yen jé conditional theorem t6 rest 16ri informal notion of “natural,” plus explicit conjecture. Guarantee aimed at

observable ikuna, ki i se every philosophical tabi simulation-based meaning of secrecy.

Concrete corollary kan té 14ti name: construction yields first non-interactive witness hiding proofs peld uniform
prover — “proof of a puzzle does not help you 11 its solution,” peli no interaction ati no setup — object té sound

modest stigbdn ti construction r¢ resisted fiin decades.

Ohun ti eyi ko so

Section yii ni té keep piece honest.
Ko so pé old impossibility theorems wrong. Construction avoids won nipa changing definition.

Ko give ordinary, classical zero-knowledge peld no interaction, no setup ati perfect soundness. iwé iwddii explicitly
s0 pé constructed prover ko ni simulator.

Ko mean proof ko I¢ be reused. One-message proof si ¢ fi han fin elomiran; iwé iwadii ko preserve deniability-

style properties. (Non-interactive zero-knowledge pelu trusted setup ni limitation kan néa.)

Ko mean pé practical protocol ready fiin deployment ni. Eyi jé complexity aba-&ké ati cryptographic foundations.
¢&si depend 16ri major assumptions lati proof complexity ati cryptography, construction naa si nipa ohun t6 seé se
in principle.

Ko make “Godel” magic security primitive. Godel connection wa nipas¢ proof €to, optimal proof &td ati finite
analogues of incompleteness. Useful intuition ki i se “incompleteness protects your password.” O jé: bi rulebook
ko 1¢ efficiently fi ¢ri mule pé simulator impossible, ikolu ti y60 require proof yen I¢ blocked at ipele of security
definitions.

M
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Ki 16 dé€ ti 6 fi interesting sib¢?

Cryptography sdba turn hardness sinid aabo. Factoring hard, tori RSA-style assumptions useful. Lattice isoro hard,
tori lattice cryptography useful. Ni here hardness stranger: ki 1 se “hard to compute a secret,” sugbdn “hard to fi

¢ri male that a certain proof object ko I¢ exist.”

Idi niyen ti iwé iwadii fi feel unusual. O treat axioms ati rulebooks almost like cryptographic resources. Usual

impossibility so pé tension wa ldadrin soundness ati simulation. Move Ilango ni 14ti place tension nda behind

proof-theoretic curtain: simulator absent, sugbdn formal etd ko 1¢ efficiently expose absence nda.

Fun reader, surprising part ki i se pé ¢yi mda replace today’s zero-knowledge ¢to. Probably ko ni, at least not taara.
Surprising part ni pé limitation lati mathematical logic I¢ be 10 constructively: ki 1 se wall nikan, sugbén kind of

cover.

B / LN / 1 / b / / {?
awo ni eri se lagbara to*
Eyi jé theorem iwé iwadii, tori nda “eri” timo si niikan yatd si biology tabi astronomy iwé iwadii. ibéere ki i se

béya idanwo replicated. ibéere ni boya definitions, assumptions ati proof chain se atiléyin fiin claim naa.

Proof néa formal, iwé iwddii si explicit nipa assumptions r¢. Assumptions nda ki i casual. Non-interactive witness
indistinguishable proofs jé standard objects ninid cryptography, won si follow l4ti several established assumption
packages. No-optimal-proof-system conjecture jé central conjecture nind proof complexity. P = BPP j¢é standard
derandomization belief ti a lo nikan fiin broader falsifiable-property theorem.

iwé twadii tin argue pé assumptions naa ni right price, ki i se arbitrary scaffold: 6 fi ¢ri mul¢ converse kan showing
pé won essentially necessary — bi constructions bi eyi bd exist rdrd, non-interactive witness indistinguishable
proofs gbddo exist, ati (granting standard one-way functions) no optimal proof €to I¢ exist. Assumptions nda si
“win-win”: refuting any of them finra r¢ y60 jé landmark discovery nint proof complexity, cryptography tabi
complexity aba-¢ko.

Stugbén tori esi conditional, igbékelé reé conditional nda. Bi assumptions yen ba fail, interpretation theorem change.
Bi wén ba hold padpad, guarantee nda ki i se full classical zero-knowledge; 6 jé relaxed, proof-theoretic ¢da iwé

iwadii.

Tori naa right igbékelé ni high pé iwé iwadii establish coherent conditional possibility €si; moderate pé assumptions

r¢ describe cryptographic world ti a i gbé gidi; low fin any immediate practical consequence.

Ki nidi ti 6 i se pataki?
iwé iwddii nda open route kan ti a ro pé closed.

Classical ab4-¢ké so pé: full zero-knowledge ko I& be 0kan message 14isi setup, ko si ¢ perfectly sound. iwé iwadii
Ilango so pé: bi a b ask flin consequences of zero-knowledge ti a I¢ idinwo nind security games, ati bi a b4 allow
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security definition to depend 16ri ohun ti rulebook I¢ tabi ko le efficiently refute, nigba nda ptpo useful ithuwasi le

recovered — peld Okan message, no setup ati perfect soundness.

Eyi ki 1 se small definitional tweak. O jé way yato lati think nipa cryptographic guarantees. Dipod asking nikan
what exists, ask what rulebook re 1¢ ofin out. Dip0 treating unprovability bi philosophical nuisance, 10 r¢ as iseto.

Practical world 1¢ mé change I6la. Sigbdn conceptual map change. Formal sense kan wa bdyii nibi ti “no okan I¢
efficiently fi ¢ri mulg that the secret leaked” I¢ ldgbdra t6 14ti recover many game-based protections ti a f¢ 14ti “the

secret did not leak.”

Idi niyen ti Godel fi belong nini title.

Akotan kedere

Zero-knowledge proofs jé ki prover convince verifier pé statement true 14i reveal witness. Classical impossibility
e&si so pé zero-knowledge ko 1¢ squeezed si okan message 14isi setup, ko si I¢ ni perfect soundness. iwé iwddii
Rahul Ilango ko refute impossibilities yen. O define weaker notion, effectively zero-knowledge: dipod requiring
pé simulator really exists, 6 require pé chosen proof ¢td — formal rulebook bi ZFC — ko I¢ efficiently fi &ri
mule pé no simulator exists. Under major assumptions lati cryptography (non-interactive witness indistinguishable
proofs) ati proof complexity (no optimal proof €to exists), iwé iwadii construct one-message provers fiin NP/SAT
peld no setup ati perfect soundness ti achieve falsifiable, game-based consequences of zero-knowledge property
by property. Single prover té cover gbogbo “natural” properties bé¢ jé further, partly conjectural extension —
covering literally every falsifiable property likely impossible, tori proofs remain reusable. ¢si nda theoretical
ati conditional, ki 1 se deployed primitive, sugbdn 6 fi han tuntun way l4ti 10 proof-theoretic unprovability as

cryptographic resource.

Ayewo laisi aseju

Ohun ti iwé iwadii fi han: Under stated assumptions, a 1¢ build one-message, no-setup, perfectly sound provers
fan NP/SAT ti effectively zero-knowledge relative si any chosen proof &to, ti won si achieve each falsifiable game-

based consequence of classical zero-knowledge.

Ohun t6 seé gba sugbdn ti a ko fi éri mile unconditionally: Pé needed proof-complexity ati cryptographic
assumptions hold. Won serious, well-studied assumptions — iwé iwddii si fi han pé won essentially necessary as

well as sufficient — stigbén assumptions ni won si jé.

Ohun ti ko fi han: Classical zero-knowledge peld no interaction, no setup ati perfect soundness; practical &to
ready fin deployment; deniability tabi non-reusability of proofs; tabi pé Godel’s incompleteness theorem ftinra r¢

secure cryptography.

Main limitations: Guarantee naa jé relaxation of zero-knowledge; broadest ¢da depend 16ri multiple assumptions;

single-universal-prover claims remain partly conjectural; €si nda si primarily foundational.
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////// 2 NN

Confidence wo ni gboghogbo reader ye ki 6 ni? High pé ¢yi jé important conditional aba-¢k¢ esi bi a ba accept
definitions. Moderate pé assumptions capture reality. Low fiin immediate practical deployment. Safe takeaway ni:
iwé 1wadii nda ko break zero-knowledge impossibilities; 6 ri tuntun proof-theoretic way around parts of them ti

matter fiin many security games.

Awon orisun
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