ot

—— Y%e
CLEAN PAPER

/\'/\

WHAT THE PAPER SAYS - WHAT IT DOESN'T - WHY IT MATTERS

BT Al A] DATESEE X E RS, (B8 %
BRI E I B E — L H B AP R = AR RN

—DYHRN TRIPEERA ) BIBESTY AT BARNE R BT — P, X, X—82
BIRAIR IR PRI, 135 WF 5T R R B T 2 o — BIHE R R AR IE 02 & BRI 2R Eifs
o, T RTRETIER OB A RIE R —E E BRI BERSE GEA. DHEEL BHrids) MR
R EREFEN RN, MAHCEME, B2 E PR EEERL R, (h9&n]
PALEB i DAL 52 RRERRRIRBIRTE MA (Bh AUC > 0.95) 5 HERBRIRSEHRE
REMARIEHA (DERE. FUR. REB); HREEBERYRMEL, /FEHE
FIKBEFET AI—MTE B EE N EREA, SR RHERHZE RS, 2 ANNER
2 DEYE X ERAER FHARRRAACRIE, MEMSENAEE ORI R = (R HI A,

Written by Lucio Vaglio - Cross-checked by Michele Renda - Edited by Michele Renda - Figures by Laura Nesso
and Nova Vela - Al-assisted, human-reviewed

Paper: Disparate privacy risks from medical Al, Moritz Knolle, Georg Kaissis, Daniel Riickert and colleagues (Technical
University of Munich; Imperial College London; Hasso Plattner Institute), Nature (2026) - DOI: 10.1038/s41586-026-10688-0



https://doi.org/10.1038/s41586-026-10688-0

THE CLEAN PAPER medical Al

FEARAPRUE XS N ATVF NHIATE, TS I (ERT A&
i

H—PNEF N TEREEAIBHR Y “CRIFEER I, X —REH e — Mz b ErE Tk
BRI A, RN N &R TIZRRA IR MRAR, XITERS AL LD, HIXRFIEX
PR T — PRI ARERILA: X MMFIER T,

AR TFEIME, ERNEN AEHRRE——IREEHEEANGSE, FRREKRBEIR, MFIE
AIREXS LB A SR, A DEAMIRAKE. Wi AR DRTFTR G2, BN EENER
AR, ABIAIERIX—m: WEAR BB RIZ 2R, ATRE L2 et R e N A2 B8 TR
%, MHIHEERI DA, EEEEEARRER=Z CRTHI N,

TEZ I T T2

XS AN S R - s s e o, R R AR R R TIRAIIFHE/R Brife, WBR-ShiRee s
T BURKS - BT, DA EEE EE TR R E, AT —Hf o AR RS RA B —— A S HE T
di——3 7 AR, 5 ER] XSGR N EEESE BRSPS E 2D v, TR XA
FrEBERBIEEAZE? 7

fTIAE-EA A RPN RSB BT 7R ofr, BdEIUERRKR, EHREEE. O
LA RIS BN EERSE SN T 200 MR, X TE MR ARREALERE, MG
HHZARTRAMNZEERIC RGBT IGREEE, FRZRmIRES. BIRMR, R, Ml
BREDVEERHARHEIR D4R

What a membership inference attack actually is
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A membership attack can hide inside a normal prediction

The attacker does not ask for the record. They already hold a candidate and query the model once.

0 1. Candidate 6 2. Normal query e 3. Model output o 4. Comparison
record ordinary diagnostic diagnostic trained-on vs
4 cerm e Aied'ar request probabilities not-trained-on
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The privacy signal is hidden in an ordinary prediction request.

Mechanism only: no pseudocode, no attack threshold, no recipe.
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A safe average can hide the exposed tail

Most patients cluster near chance. The privacy question lives in the small tail of records an attack can identify much more
confidently.

small tail: underrepresented

records can be near-perfectly
low average risk identifiable

chance near-perfect
attack confidence for one patient

Private on average is not private for everyone.
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